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12.1 INTRODUCTION 
 
An Automatic Home Guarding System is a system which helps to guard our 
house. The system consists of a main computer, a mobile robot with camera on it, 
and sensors to detect intrusion. Once the sensors detect an intrusion, the main 
computer will send an email to notify the user about the intrusion. Thus, even when 
the user is away from home, the user is able to get the notification as long as they 
stay online.  After that, the user is able to watch the live video or see the images 
taken from his/her home where the intrusion is happening through internet.  The 
videos and images can be saved in the computer for further use.  By this the user can 
take further action on the incident.  
 
 
12.2 BACKGROUND /LITERATURE REVIEW 
 
Burglary is a crime which illegally breaking into the house of another, with 
intent to commit a crime, especially theft.  Burglary generally does not cause any 
confrontations or injuries.  However, according to Malaysia 2014 Crime and Safety 
Report [1], there are cases where some burglars (man who commit burglary) 
threatened the residents with weapons.  There are also violent incidents where 
resident was killed in a home burglary cases. Several researches had been conducted 
trying to solve the problems. Oculus a Surveillance Robot [2] had been developed 
for home surveillance purpose. The robot was designed to be moving randomly, 
avoiding obstacles using three IR sensors.  Once the PIR sensor detected the change 
of infrared level (in other words, something is moving), it will turned to the side 
which the PIR sensors detect the change of infrared level.  The wireless camera will 
constantly capture the video of its view and transmits the video to the computer. 
After that, Wireless Security Alarm System [3] was designed to protect the house 
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against burglary cases. The system consists of two parts, which are the receiver part 
and the transmitter parts.  For receiver part, it is a circuit connected to a PC for 
monitoring purpose.  In addition, a Graphic-User-Interface (GUI) was created for 
the end-user easy monitoring.  However, for the transmitter part, it consists of a 
switch button which is used for intrusion detection.  Once the switch is triggered, it 
will sound the alarm and notify the receiver part, telling it which area are being 
intruded. 
 
 
12.3.1 PROBLEM STATEMENT/OBJECTIVES 
 
According to statistics from Royal Malaysia Police (PDRM) official sites 
[4], most of the crimes committed in Malaysia were property crimes, which is a 
category of crime that involves taking the property of others. Shoplifting, burglary, 
theft and vandalism are some examples of property crimes.  According to the same 
source, among the property crime, burglary is the third most happening property 
crimes in Malaysia. 
Thus, in order to overcome or at least to reduce this kind of problem, an 
automatic home guarding system was desperately needed by the residences to live in 
a safer environment.  There is quite plenty of automatic home security system 
already on the market.  However, there are some limitations among all those security 
system. For example, a hard-wire home alarm system may be problematic because it 
is difficult to install and often requires professional assistance.  This can increase 
installation costs and make it difficult to remove the system when it's time to sell or 
relocate. 
The main objective of the project is to design a home guarding system that 
consists of several sensors including a camera fitted on a mobile platform 
communicating wirelessly to a main computer to guard a house by alerting the house 
owner of intrusion or attempting intrusion.  The main objectives can be further 
divided into three sub-objectives as follows: 
 
1. To make a mobile robot that capable of stopping at predetermined location to 
capture images and videos. 
2. To create an intrusion detection system with sensors which able to detects 
intrusion or attempting intrusion? 
3. To develop a computer interfaces which able to notify the user when 
intrusion detected and at the same time, send a signal to the mobile robot to 
go to the location where the intrusion detected. 
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12.4 RESEARCH METHODOLOGY 
 
Basically, the project consists of two main parts, which are the mobile robot 
and the main computer.  For the mobile robot parts, a network camera is installed on 
the mobile robot and the Bluetooth module is plugged on the mobile robot for 
communication purpose.  A pair of 3.7V (total 7.4V) Lithium Ion battery is used to 
supply both the electronic circuit and the camera on the mobile robot. For the main 
computer parts, an Arduino UNO is connected to the computer through USB.  After 
that, the sensors are connected to the Arduino UNO for detection purpose.  Figure 
12.1 shows the overall system design of the project.   
 
Figure 12.1 overall system designs 
 
 
12.4.1 HARDWARE DESIGN 
 
The mobile robot developed in the project is the kind of differential wheeled 
with line following capability.  In addition, there will be a network camera on the 
mobile robot.  However, since all the components are not very heavy, to be more 
cost efficient, a pair of miniature brush motor is sufficient to drive the mobile robot.  
Two 3.7V Lithium Ion batteries are used to supply both the electronic circuit and the 
network camera. The first part of the electronics of the mobile robot will be the 
voltage regulation part.  The microcontroller required a 5V DC supply.  Since the 
supply from the battery is about 7.4V, a voltage regulator is needed.  A voltage 
regulator LM7805 was used to regulate a constant 5V for the electronics circuit.  
Figure 12.2 shows the voltage regulation part of the mobile robot. 
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Figure 12.2 Voltage regulation of the mobile robot 
 
The mobile robot is equipped with line following capability.  For this project, four 
pairs of infrared transmitter and receiver are used for line following purpose. The 
receiver act as a variable resistor which its resistance depends on the amount of 
infrared light reflected.  When the infrared light is projected to a white surface, most 
of the infrared light will be reflected.  Then, the receiver will be receiving the 
reflected light causing the resistance of the receiver to be very high.  According to 
potential divider theorem, the resistance of the resistor will be negligible compared 
to the resistance of the receiver.  Thus, by taking voltage value between the resistor 
and the receiver (S1, S2, S3 and S4), a white or dark surface can be differentiated 
easily.  The voltage value will be read by the microcontroller and decision is made 
based on the condition that will be discussed in software design later. The circuit for 
the sensor board was shown in Figure 12.3. 
 
Figure 12.3 Sensor part of the mobile robot 
 
For microcontroller Atmega328, the maximum output current for a single pin is 
about 40mA.  However, 40mA is actually not enough to even drive a small motor 
like the one used in the project.  Thus, a motor driver is needed as a bridge to drive 
the motor.  In this project, L293D motor driver is used to drive the motor of the 
mobile robot.  Figure 12.4 shows how L293D is connected in this project. 
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Figure 12.4 The connection of motor driver L293D 
 
Same as the L293D, the Atmega328 also require 5V to operate normally.  5V 
that is regulated from the voltage regulator is fed to pin 7 for IC supply and pin 20 
for analog voltage reference.  Pins 24, 25, 26 and 27 are connected to the sensors as 
discussed previously.  Pins 12, 13, 14, 15, 16 and 17 are connected to the motor 
drivers.  Notices that pin 12 and pin 17 are the pins with PWM capabilities which 
required controlling the speed of motor.  Pin 1 is connected to an active low reset 
button for safety purpose.  Pins 9 and 10 are connected to a 16MHz external crystal 
to provide a clock input to the microcontroller. Figure 12.5 shows the overall 
electronic circuit for the mobile robot. 
 
 
Figure 12.5 overall electronic circuits for the mobile robot 
 
12.4.2 SOFTWARE DESIGN 
 
 For this project the software part is divided into three parts, which are the 
mobile robot program, the intruder detection program and the main computer 
program algorithm. Once the robot is on, it will start reading its serial port until 
there is a data available.  Thus, when the computer sends a data to the Bluetooth 
module on the mobile robot, it will read the data and put it into a variable.  Then, the 
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robot will start moving following the line until it reach the junction.  Junction here 
actually means that when the four of the sensor sensing high at the same time, or in 
other words, four of the sensor sensing dark surface. 
 Once the mobile robot reach the junction, it will make a decision whether to 
turn left or right depending on the data it received earlier.  If the data it received 
earlier is an 'A' character, the mobile robot will turn left to location A and continue 
line following until it reach the second junction.  If the data is not an 'A' (or in other 
words it will be a 'B'), the mobile robot will turn right to location B until it reach 
another junction. 
 Once the robot scanned the second junction, the robot will try to stop.  
However, due to the momentum of the mobile robot before it reaches the second 
junction; the mobile robot would not stop exactly at the second junction.  Then, the 
mobile robot will turn on the camera, by writing a HIGH to the relay coil, enabling 
the 5V with large current go through the network camera.  Then the network camera 
is started and the user can view the live streaming video online. The flowchart of the 
mobile robot program was shown in Figure 12.6. 
 
Figure 12.6 Program flow for the mobile robot 
 For the intruder detection part, it is quite straight forward.  The Arduino 
UNO keeps on reading the sensors. Once the sensors detect an object, the 
microcontroller will then send a signal to the computer. The flowchart of the 
intruder detection program is shown in Figure 12.7. 
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Figure 12.7 Program flow for sensor detection part 
 
 The main computer program is built using Microsoft Visual Studio 2013. For 
the main computer, where there is no incoming data, the program will keep scanning 
for the incoming data. Once the program detects an incoming data from USB COM, 
it will read the data and put it into a variable. The flow of the computer program was 
shown in Figure 12.8. 
Next, it will compile an email with information such as the variable and 
current date and time and send it to target email.  After that, the computer will then 
send a signal to the mobile robot based on the data read from the USB COM 
previously. 
 
Figure 12.7 Program flow for sensor detection part 
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12.5 RESULTS/DISCUSSION 
 
Several tests are carried out to determine the performance of the system such 
as accuracy test, repeatability test and speed test. Accuracy is the degree of 
closeness between the measured value and the expected value. An accuracy test is 
carried out to determine the accuracy of the robot stops at predetermined position.  
The expected location where the mobile robot supposed to stop at is at the second 
junction.  Thus, by measuring the length between the centers of the second junction 
to the center of the sensor board, the deviation was measured and recorded.  10 
sample data for each location A and location B are collected and the results are 
shown in Table 12.1. 
 
Table 12.1 Deviation between centers of junction to the center of sensor board when 
the mobile robot stops 
  
No. of experiment Deviation (cm) 
Location A Location B 
1 2.4 1.2 
2 3.2 1.4 
3 1.3 2.3 
4 2.2 2.6 
5 1.5 0.5 
6 1.8 1.1 
7 2.8 0.9 
8 3.6 2.3 
9 0.8 2.4 
10 2.2 1.9 
 
 Based on the results obtained, it can be observed that it is not possible for the 
mobile robot to stop exactly at the position where it expected to stop at.  The 
average deviation when the mobile robot goes to location A was 2.18cm.  For 
location B, the average deviation was 1.66cm. The main reason of the deviation is 
actually due to the inertia, which is the property of the mass of resisting motion of 
the mobile robot itself.  This is because after the mobile robot turned left or right at 
the first junction, the mobile robot will continues its line following. The momentum, 
which is the product of the mass and speed of the mobile robot before it reach its 
destination cause the mobile robot to overshoot when it supposed to stop.  
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Repeatability is the variation in measurements taken under the same 
condition.  In this experiment, the data which contribute to the results is the time 
taken from the moment the sensor is triggered to the time where the email 
notification is received. The results were recorded in Table 12.2.  The test is 
repeated 10 times in order to get a more accurate and reliable results. 
 
Table 12.2 Time taken to receive the email notification starting from the moment 
sensor is triggered 
Number of experiment Time taken to receive the 
Email notification (s) 
1 5.3 
2 12.5 
3 6.4 
4 7.7 
5 5.5 
6 5.9 
7 9.6 
8 8.7 
9 8.8 
10 10.2 
 
 The range of time taken to receive the email notification starting from the 
moment the sensor was triggered is from 5.3 seconds up to 12.5 seconds.  However 
the average time is about 8.06 seconds.  There are a few reasons causing the delay of 
the email notification.  Firstly, it is due to the delay of Simple Mail Transfer 
Protocol (SMTP) server site. When an email is composed and sent, the mail server 
will first authenticate the sender of the email.  Then, the mail server will then looks 
up the recipient’s mail server and pass the email to that server.  Through Internet 
Message Access Protocol (IMAP), the recipient retrieves the email from the mail 
server. Secondly, the delay of the time to receive the email is caused by the speed of 
the Internet the main computer connected to.  The faster the Internet speed, the 
shorter the time taken to receive the email notification.  The third reason causing the 
delay of the time for receiving the email is because of the computer itself.  When the 
sensor detects an intrusion, the Arduino UNO sends a character serially to the 
computer through USB.  Once the computer receive the serial data, the computer 
need to compose a new email which takes some time. 
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 Speed test is carried out to measure the speed of the mobile robot.  First of 
all, the distance of the designed route from the starting point to the end point for 
both location A and location B are measured and recorded.  Then, the time taken for 
the mobile robot to reach location A and location B are recorded.  The experiment is 
repeated 5 times for each location in order to get more accurate results. The speed of 
the mobile robot is calculated by dividing the distance of the route by the time taken 
for the mobile robot to reach the destination. Table 12.3 shows the distance of the 
route for location A and location B, the time taken for the mobile robot to reach the 
destination and the speed of the mobile robot. 
According to the results obtained from the speed test, the average speed of 
the mobile robot is 0.223 m/s.  It is one of the important criteria because it 
determined how fast the mobile robot will reach the destination when the sensor 
detects an intruder. 
 
Table 12.3 Results obtained from the speed test 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
Location Experimen
t 
Distance 
(m) 
Time taken 
(s) 
Speed 
(m/s) 
A 1 1.22 5.6 0.218 
2 1.22 5.2 0.235 
3 1.22 5.5 0.222 
4 1.22 4.8 0.254 
5 1.22 5.6 0.218 
B 1 1.19 5.1 0.233 
2 1.19 6.2 0.192 
3 1.19 5.6 0.213 
4 1.19 5.2 0.229 
5 1.19 5.4 0.220 
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